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Money Laundering: An Old Problem In The Modern World

Money laundering has gained much attention in recent years, from
regulatory updates to large scale scandals, but it is not a new
phenomenon. Today a whole ‘industry’ has sprouted around it,
offering everything from people working on remediation projects to
Artificial Intelligence solutions to tackle the subject. Apart from the
industry that has been birthed, the essence remains the same.

If we are to truly tackle money laundering and it's predicate offences,
the philosophical and enigmatic question to ask may be ‘why?’ does it
exist and not ‘how?’ does it occur.

When enquiring about the origins of money laundering, whether
through a training course or textbook, both wrongly point to the
1920's era of Al Capone. Which typically states that money from
bootlegging, prostitution, extortion and other crimes required the
appearance of legitimacy. In order to achieve this, laundromats and
legitimate businesses were purchased to clean the ‘dirty’ money by
mixing it with that of the legitimate businesses hence the term “money
laundering”.

This typical response only looks to establish the source of the ‘term’
and not the ‘activity’ because it is evident that the 1920’s were not the
first time in history that attempts to obscure the origin of funds were
made. In human nature, for as long as there has been the ability to
obtain funds/property that may not rightfully or righteously have been
obtained, then there is a strong possibility of money laundering (or
any other appropriate name it may have been labelled as).

The Al Capone story about laundromats is more fiction than fact.
Notably, a review of FBI records in the public of documents connected
to Al Capone does not make any reference to laundromats or any
other names they may have gone by, the term ‘money laundering’ did
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not exist at the time either and the first laundromat is understood to
have come about after Al Capone pled guilty for tax evasion in 1931.

A trail back through history, some 4,000 years, finds that Chinese
entrepreneurs and businessmen siphoned off commodities from the
government and used the illicit proceeds to invest secretly in business
ventures, making them wealthy and powerful. If one was to venture
back in history even further, say 5,000 to 6,000 years to ancient
Mesopotamia, before the use of money as we know it today, when
debt was recorded in the form of stone tablets, for anything from
livestock to grains and metals, there is a strong possibility that
misappropriation is likely to have taken place. Fraud and theft where
certainly covered under one of the oldest written records of law dating
back to around 1754BC, found in the ‘Code of Hammurabi’, a number
of laws on how people should conduct themselves in everyday life,
which states for example under Law 06: “If anyone steal the property of
a temple or of the court, he shall be put to death, and also the one who
receives the stolen thing from him shall be put to death”.

From the evolution in finance in the golden years of the House of
Medici in the 1300’s all to today with exotic and complex methods of
finance, such as ‘Swaptions’ and ‘CDOs’ (Collateralised Debt
Obligations), the problem of criminal property has always been there.

When looking at what money laundering involves, the staple of most
training courses and textbooks often quotes the ‘three stage’ model:

1. Placement - the placing of funds into the financial system

2. Layering - the moving around of funds within the financial system to
obfuscate the source

3. Integration - the normalisation of funds in the financial system,
having been mixed, making them appear legitimate

Whilst there may have been a time when this model would have been
applicable, focussing on illicit funds (in the form of cash) originating
from drug trafficking. In today’s world of advancing technology and
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finance, activity has become more complex, faster and dynamic
therefore the ‘three stage’ model may need to evolve and
reconsideration of it's applicability today is long overdue.

As example, the “ITMDB” scandal - 1 Malaysia Development Berhad
(1MDB) was a strategic development company owned by the Malaysia.
Funds raised from a series of bond issuances (simply put - money
raised by providing 1.0.U’s), which were for the benefit of the
Malaysian public, were misappropriated and used to purchase
property and various luxuries. The example serves to show that there
was no first ‘placement’ stage because the funds may have started off
as legitimate and were already in the financial system.

Whilst the above may evoke some self reflection on ones own
understanding of money laundering. Thoughts towards the future are
also necessary and one particular trending area is Artificial Intelligence
(Al) use in tackling financial crime.

Al has often been seen as the coming saviour of anti-money
laundering efforts, and whilst it can be a valuable aide, such as for
‘contextual’ application in Transaction Monitoring, consideration needs
to be given on it's limits from a ‘Conceptual’ perspective, reserved for
humans thinking, especially as we have seen criminals vary their
methods according to the evolving environment they operate in. A
convergence of Al mixed with human financial crime expertise, where
it aides the experts efforts as opposed to replacing them would likely
be a much better option.

The world, technology and finance continue to change but illicit funds
remain a constant, with new avenues to acquire, retain, transfer and
spend them. Knowledge, understanding and mastery of craft for
those tasked with addressing money laundering and predicate crimes
must be used if they are to face future challenges and threats.
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Blocked And Chained: Decrypting Sanctions

Virgil Griffith, a U.S. citizen, was arrested at the end of November 2019
for travelling to the Democratic People’s Republic of Korea (‘North
Korea’ or ‘'DPRK’) to deliver a presentation on cryptocurrency at a
conference.

For those without the benefit of knowledge or experience of
sanctions, the question would likely have been “So what? He only
went to deliver a presentation?”.

The Complaint filed at the U.S. Southern District of New York? clearly
details why the arrest warrant for Griffith was sought, namely because
he “...knowingly, and willfully did combine, conspire, confederate,
agree [with others] to violate licenses, orders, regulations, and
prohibitions...”. These violations are specifically in relation to the
International Emergency Economic Powers Act (IEEPA), codified at
Title 50, United States Code, Sections 1701-17062. The Act is serious
and fairly encompassing so the issue cannot easily be dismissed.

Even a cursory glance of the IEEPA will immediately bring to the
reader’s attention that this is not a simple case of somebody travelling
to deliver a presentation, especially when the issue relates to North
Korea, a country under comprehensive sanctions from the U.S.

The key point of the Complaint is that in April 2019 Griffith attended
the “Pyongyang Blockchain and Cryptocurrency Conference”, where
he gave a presentation on blockchain and cryptocurrency technology
on topics pre-approved by DPRK officials. Itis here that it is alleged
that the topics included sanctions evasion and money laundering.

Interestingly, Brandon M. Cavanaugh, the FBI (Federal Bureau of
Investigation) Special Agent who made the charges included in the

1 https://www.justice.gov/usao-sdny/press-release/file/1222646/download

2 https://www.treasury.gov/resource-center/sanctions/Documents/ieepa.pdf
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Complaint the following admissions made by Griffiths from an
interview on 22 March 2018:

¢ At the Cryptocurrency Conference in question which was titled
"Cryptocurrency and Peace”, Griffiths and other attendees discussed
how blockchain cryptocurrency could be used to launder money and
evade sanctions.

e Attendees at the conference also asked specific questions of Griffiths
and prompted technical discussions on ‘proof of stake’ versus ‘proof
of work’ (something which is especially relevant to cryptocurrency
‘mining’).

The significance of interest in cryptocurrency mining should be of
note. Especially because later in 2018, a report by Korean
Development Bank (KDB), a South Korean bank, found that North
Korea had a particular interest in cryptocurrency mining and had failed
in attempts atitin 20173.

Information extracted from Griffiths cellphone, which he consented to,
also found:

eOn or about 26 November 2018, Griffiths had a discussion through
electronic communication with an unnamed individual about his
presentation. When the unnamed individual asked what interest
North Koreans may have had in cryptocurrency, Griffiths replied
“probably avoiding sanctions...who knows.”

eOn or about 6 August 2019 Griffiths informed another unnamed
individual via electronic communication also that he needed to send
an unnamed cryptocurrency between North and South Korea. When
asked by this second unnamed individual if that would be violating
sanctions, Griffiths replied “it is”.

It could have been argued that somebody ignorant to knowledge or
experience of sanctions may inadvertently be in violation of sanctions

3 https://www.fxempire.com/news/article/north-korea-has-tested-out-cryptocurrency-mining-according-to-a-korea-development-
bank-report-524278

9 thelaundrynews.com



https://www.fxempire.com/news/article/north-korea-has-tested-out-cryptocurrency-mining-according-to-a-korea-development-bank-report-524278
https://www.fxempire.com/news/article/north-korea-has-tested-out-cryptocurrency-mining-according-to-a-korea-development-bank-report-524278
https://www.fxempire.com/news/article/north-korea-has-tested-out-cryptocurrency-mining-according-to-a-korea-development-bank-report-524278
http://thelaundrynews.com

but in this instance it appears clear that any activity either attempted or
successful would have been in full knowledge of any violations that
may occur.

The other key point of the Complaint is that Griffith knew it was illegal
to travel to North Korea therefore sought permission from the U.S.
Department of State. Despite being denied permission to travel, he is
alleged to have done so via travelling through China. A Visa was
obtained from the ‘'DPRK Diplomatic Mission’ facility in New York, with
the aide of third parties. Of note is the fact that the Visa was paid for in
Euros (removing a U.S. Dollar link to North Korea) and the Visa was
received as a separate paper as opposed to having it affixed to his U.S.
passport, in order to avoid creating physical proof of travel to North
Korea it is alleged.

The U.S. issued a travel ban for U.S. passport holders to North Korea in
2017 following the heightened tensions between the two countries4.
The notion to issue a travel ban was said to be linked to the death of
jailed U.S. citizen Otto Warmbier. Warmbier had travelled to North
Korea on a tour where he was arrested in 2016 and jailed for 15 years
for trying to steal a propaganda sign. He was returned to the U.S. in a
coma, and passed away shortly after>. There remains a current travel
ban for U.S. passport holders to North Korea without special validation
from the Department of State®.

Proponents of Griffiths’ North Korea endeavours may argue that under
section 1702 (b) (3) of IEEPA, known as the ‘Howard Berman
amendment’, he was within his rights to relay information because
under the amendment, it allows for “...the exportation to any country,
whether commercial or otherwise, regardless of format or medium of
transmission, of any information or informational materials, including
but not limited to, publications, films, posters, phonograph records,

4 https://www.reuters.com/article/us-northkorea-usa-travel-idUSKBN1AI2H5

5 https://www.bbc.co.uk/news/world-asia-40680500

6 https://travel.state.gov/content/travel/en/international-travel/International-Travel-Country-Information-Pages/

KoreaDemocraticPeoplesRepublicof.html
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photographs, microfilms, microfiche, tapes, compact disks, CD ROMs,
artworks, and news wire feeds” To which the counter argument would
be that Griffith provided ‘services’, especially if he gave his expertise.
Even if one who is an expert was to deliver a presentation on
information in the public domain, an expert can easily add their own
comments and answer technical questions which may then change the
presentation from repeating public information into to providing
technical expertise.

It is worth remembering that there is a difference between ‘incidental’
and ‘intentional’. Even if one was to take away the specifics, what is left
is that a U.S. passport holder travelled to a country they were banned
from travelling to and provided ‘services’ in what is argued as
contravention of sanctions. Whilst the latter may be a point of
contention for some, it would be difficult to argue that, based on the
facts, an arrest was unjustified. If there was any doubt on the
materiality of the sanctions in the eyes of the U.S., the words of FBI
Assistant Director-in-Charge William F. Sweeney Jr were clear’: “There
are deliberate reasons sanctions have been levied on North Korea. The
country and its leader pose literal threat to our national security and
that of our allies”.

7 https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-arrest-united-states-citizen-assisting-north-korea
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What's In The Safe?

Hero: “A person who is admired for their courage, outstanding
achievements, or noble qualities.”8

The above passage is not something AML (Anti-Money Laundering)
Compliance Professionals are described as but many should be.
Good AML Compliance Professionals mitigate risk, help stop financial
crime and save financial institutions millions in fines.

The following is a true account of how | saved a bank millions in fines.
The purpose of this article is to create awareness and instil confidence
in AML Compliance Professionals that their actions play a very
important part in stopping financial crime even if their good actions
continue to go unnoticed.

Starting a new role at a globally known bank, | was asked to maintain a
process that had been in place for many years | was told - there were a
number of clients who the bank had signed Non-Disclosure
Agreements (NDA's) with, where UBO information was not recorded
on the banks KYC systems. Instead, the UBO information was in paper
files in a physical safe in one of the senior managers office. The only
area with access to the paper file UBO information was our Anti-
Money Laundering (AML) team, and at that, limited to access via senior
management who had keys to the safe.

At this stage all manner of mental risk alarms were ringing in my head.

Requesting further information in order to understand the task at
hand, the following was found; | wouldn’t have access to the safe
unless | really needed it, the client and UBO’s names were kept on a
spreadsheet, as the UBO names were not on KYC systems there was
no regular watchlist screening of the UBQO's, there was no record of
when the UBO names on the spreadsheet had been reconciled with

8 https://en.oxforddictionaries.com/definition/hero
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the paper files in the physical safe and the UBO names where to be
screened on an annual basis manually going forward (there was no
consistent prior record of when the UBO names had been screened).

The task was simple - run the names on the spreadsheet annually
against watchlists manually and fill in the spreadsheet with a 'yes’ or
'no’ as to whether any matches were identified.

Many questions on my part but no concrete answers:

® “What if one of the UBO's became sanctioned during the year after
the manually screening was done , which was only once in that year?”
(e.g. manual watchlist search conducted in February, the UBO then
becomes sanctioned in June, the bank wouldn't find out until
February the next year).

® “What if after running the manual searches, there was a match?”

® “What is the escalation process?’

® “How accurate is the information on the paper files?”

® “Is there regular monitoring of these relationships?”

® “Who in senior management agreed to this process? If they have left
the bank, who currently in senior management continues to support
this process?”

® “What if a Regulator found out about this? | don't think they would be
too pleased in how the risks are being managed”

® “What kind of bank in this modern world keeps client files in a
physical safe these days?”

For AML Compliance Professionals, finding themselves in a situation
like this, this would be the stage at which cognitive dissonance may
kick in - the right thing to do is call out the risks but being new to a
bank, not wanting to ‘rock the boat’ or being too afraid of
confrontation with senior management, the ‘easier’ option would seem
to be to simply say “yes”. | mean the person before me had done that
right, it would have been easy to go through the same motions they
did (until something went wrong of course!).
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Like the opening phrase states, it takes ‘courage’ to speak up in the
face of risks and resist the easy option to say “yes" and avoid difficult
discussions. The good thing about ‘truth’ is that, however one tries to
change it it remains the same, anything else is not the truth. The truth
of the matter here was that the bank was open to serious risk and it
needed to be addressed not just from an AML perspective but from a
sanctions perspective also.

The advice | gave to senior management was that it was unacceptable
to screen the UBO's annually, the bank faces serious risk of regulatory
action if this is not addressed correctly and in the meantime a
procedure needs to be put in place to screen the UBO names much
more regularly than on an annual basis with full documentation of
results and escalation process in place. | also advised that clients
should be informed that the NDA's need to be removed and the client
instructed that either the bank removes the NDA and add all refreshed
KYC information including UBO information to KYC systems or the
bank will exist the client relationship. Thankfully there was agreement
to my approach.

| put in place a formal procedure which included documenting and
evidencing the screening. The physical safe with the files being in the
office of senior management made it difficult to access as and when
required but it was possible. The Legal team, in the absence of the
KYC team having access to the records, kindly completed a gap
analysis of the client files. All manner of shortcomings were found in
the KYC files - incorrect ownership, incorrect KYC records and
negative media found, including matches to watchlists.

Whilst client KYC files were being updated on KYC systems, NDA's
being removed and clients exited by the KYC team, just as | had
predicted the Regulator did question the use of the physical safe and
the management of risks associated with the clients within it. It was at
this point that all eyes and fingers where firmly point at “Dev”. Had it
not been for me, the bank would have been in serious trouble at this
stage but ‘fight or flight’ kicked in for many within senior management.
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| was left to fend off rounds of questions for which responses were
relayed back to the Regulator via only two senior managers (who |
remain grateful to this day).

Once all records had been refreshed and updated onto KYC systems
and clients exited, the Regulator retreated and thankfully no further
action was taken and there were no fines. Reflecting on the issue,
there are many lessons for AML Compliance Professionals; speak up
and act, don't be afraid of difficult conversations, don't be tempted
with the easy option if its wrong and be comfortable with challenging
situations as the more you are put in the better your experience will
become and the better you will be placed to handle risks without
being afraid to speak up.

In closing, you are the AML Compliance Professional and you know the
risks, call them out and act on them even if your acts go unnoticed in
stopping financial crime. The definition of a hero needs to be refined
to include “...somebody who commits an act of benevolence without
the expectation of recognition.”
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The Tale Of The Boy Who Cried Wolf

On the subject of Transaction Monitoring (TM) alert investigations,
depending on who's research or statistics you choose to go by,
95%-98%710 of these threshold based alerts turn out to be ‘false
positives’. This is a terrible waste of time. Why do | say this? | have not
only investigated thousands, and | mean THOUSANDS of them myself
in the past, | have also trained many Alert Investigators, as well as
Money Laundering Investigators.

The children’s story, “‘The Boy Who Cried Wolf’ could nicely sum up
potential issues threshold based TM approach - Boy cries wolf when
there isn't one (system generates false positive alerts), when the wolf
does eventually appear (actual suspect transaction flagged) the
people are so used to false alarms they don’t bother coming to the
rescue (investigator so used to false positives, misses real suspicious
activity).

| have seen first hand a number of ‘'The Boy Who Cried Wolf’ scenarios
play out in real life alert investigations. A number of previous false
positive alerts had been closed by an alert investigator so when yet
another alert (one with actual potential suspicious activity) was
triggered the alert investigator assumed there was nothing of concern
again and closed of the real suspect alert. A simple objective review
would have spotted deviation from previous activity, thankfully |
caught this and advised the investigator to review this particular alert
again and reconsider the last closure. “Sorry, | didn't really check
properly as it looked like it was the same as the others so | just copy-
pasted the previous review” - an example of a dangerous gamble you
won't find in textbooks or internationally recognised AML
qualifications but this can be the effect of mental fatigue from doing
the same thing again and again expecting the same results.

9 https://www.pitneybowes.com/hk/customer-information-management/case-studies/avoid-these-3-common-mistakes-trying-to-
improve-aml-compliance.html

10 https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/Risk/Our%20Insights/
McKinsey%200n%20Risk%20Issue%204%20Winter%202018/McKinsey-on-Risk-Issue-4.ashx
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| could go on with some of the comments alert investigators have

made to me:

® “| closed off the alert because | needed to get my numbers up”

e “| didn't think to check that, yes, your right now that does look suspect
after seeing that”

e “If you can tell me exactly what to look for...” (Investigator with pen in
hand expecting a prescriptive list)

There is no denying that alert investigations have been perceived as a
‘numbers game’ to some yet when it comes to serious financial crime
risk management, the objective is interrogation of the activity to spot
suspect transactions not the number of closures of alerts achieved. No
matter how well somebody is trained, no two alert investigators will
consistently conduct investigations in the same way so you could give
two people the same set of transactions and if one fails to check
something they should have there is potential to miss something
(including pressures outside of work such as “I needed to get out of
work by 5pm”). Investigation is not a ‘tick box’ exercise, there is no set
list that can be used, although there are some basics, such as; what
type of transactions are taking place, who are the parties involved,
there is no prescription when it comes to investigations.

Whilst some of the above can be down to error on part of the
investigators doing the work, do | blame the alert investigators for
these shortcomings? Not entirely. | believe intelligent humans should
be focussed on intelligent tasks, repetitive tasks that do not stimulate
frequent enough thought are prone to creating the errors and
behaviours above, in my view.

Despite the lack of significant tangible results, some Financial
Institutions (FI's) have continued to hire swathes of intelligent human
alert investigators to review unintelligent alerts. | have seen some
really sharp minds relegated to repetitive alert investigations. Whilst |
have been able to help progress some to more complex tasks which
made better use of their skill set, | was unable to help all of them do
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the same. If an intelligent machine can to do the ‘boring’ stuff and
notify us only when we really need to see something of concern, the
human investigators could be put to more fulfilling use such as
conducting thematic reviews of a clients, sectors or regions an FI may
decide to review as part of it's risk appetite, for example. This way,
investigators can concentrate on going after the real money
laundering, rather than chasing things that done exist.
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The Ethics - AML Professionals Behaving Badly

“Let not any one pacify his conscience by the delusion that he can do
no harm if he takes no part, and forms no opinion. Bad men need
nothing more to compass their ends, than that good men should look

on and do nothing.”
-John Stuart Mill

The following three part series of ‘Episodes’ made up of observations
will highlight the ethics and morals of some so called AML/financial
crime professionals witnessed over the years. This prelude serves as
an opener to the subject of individual behaviour and ethics in AML/
financial crime risk mitigation.

Headline news is often made when AML/financial crime control failings
in banks and financial institutions are found, with emphasis on the fine
paid and the control failings in articles. Behind these failings there are
always human elements and although occasionally an employee may
be fired, fined or resigns, enough emphasis on the ethics or morals of
the employee connected to the case are not talking points.

Even internally, post settlement of fines and the requirement for
change to controls, little attention is often drawn to the role of

‘culture’ (please note the use of the word 'little attention’, and not 'no
attention’). With this in mind, from personal experience following
systemic AML/financial crime control failings witnessed at banks, the
following are responses received when looking senior management in
the eye and asking - “What is the senior management strategy for
creating a culture of greater financial crime risk awareness within the
bank?”:

A CRO (Chief Regulatory Officer) - “Look, culture can take 5, 10, 15
years (may be never) to change. We must balance our risk against the
reward.”
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Time frame of culture change was not the question nor was the need
for highlighting how risk and reward may work.

A MLRO (Money Laundering Reporting Officer) - “Are you saying | am
are not doing enough?”

Again it doesn't answer the question, nor does the need to insult ones
choice of clothing upon leaving the room with “...look at the colour of
your suit, where did you get you get it from? the 80's?”.

A CEO (Chief Executive Officer) - “The bank has come a long way,
[proceed with an off topic subject here and hope the person asking the

17

question doesn’t challenge my response as | am the CEQ]...."

Probably the least helpful of responses to a direct question.

Does this inspire confidence that senior management are serious
about change for a better, safer contribution to society outside of the
organisation making money?

Whilst it may be true that regulations and laws can or may only go so
far from an ethical, moral or culture perspective in affecting change in
banks and financial institutions, the question is - “Could the law/policy
makers do more to create a stronger culture of ethical and moral
behaviour amongst banks, financial institutions and most importantly
their employees (the weakest link)?”

Is there already enough focus by law and policy makers on ethics,
morals and culture specific to financial crime risk management? A
search of the words ‘ethic’, ‘'moral’ and ‘culture’ on the latest FATF
(Financial Action Task Force) Recommendations document from
October 2018 shows only one reference on page 122. In that an SRB
(Self Regulatory Body), one representing a profession (e.g. lawyers,
notaries, other independent legal professionals or accountants)
should enforce rules to ensure high ‘ethical’ and ‘moral’ standards are
maintained within the professions. There are no other references to
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this topic in the FATF Recommendations document and it does not
include banks, financial institutions or their employees. Equally there
is no mention of ‘culture’ at all.

A similar search on the EU AMLD4 (European Union Anti-Money
Laundering Directive) [2015/849], finds no references to ethics, morals

or culture and this serves as an axiom for not proceeding with
checking AMLD5 and AMLDé.

The transposition of EU AMLD4 in the UK, in the form of The MLR2017
(Money Laundering Regulations 2017) officially known as ‘The Money
Laundering, Terrorist Financing and Transfer of Funds (Information on
Payer) Regulations 2017" meant that other than a reference on page 36
to ‘ethical standards’ in the same context as that found in the FATF
Recommendations document there are no other references on this
topic nor in relation to banks, financial institutions or their employees.
Again no references at all to ‘morals' or ‘culture' are made.

The lack of sufficient recent references found from searches so far may
warrant a deeper dive to search for the level of focus on ethics, morals
and culture of AML/financial crime risk management that then do
actually exist, if any.

The UK's FCA (Financial Conduct Authority) ‘Financial crime: a guide
for firms. Part 1: A firm’s guide to preventing financial crime’ from July
2016 makes no reference to ‘ethics’ or ‘'morals’ but on page 57 for ‘Box
6.1’ called ‘Governance’ in relation to Bribery and Corruption, which is
approximately a page long, does include the requirement for firms to
conduct business with integrity (in the context of culture) in tackling
risks and highlights senior management should be fully up to date
with bribery and corruption issues. It goes on to give an example of
poor practise where an ‘ask no questions culture exists’ and
management turn a blind eye to how business is generated.

Further traces of any similar references can be found in scarce supply
but nonetheless, a small element is found in the FCA's ‘Financial crime:

21 thelaundrynews.com



http://thelaundrynews.com

a guide for firms. Part 2: Financial crime thematic reviews’ from April
2015. Again, whilst there is no reference made to ‘ethics’ or ‘'morals’,
page 85 highlights section 16 'How small banks manage money
laundering and sanctions risk..." which is for ‘Box 16.3' called ‘Culture
and tone from the top’. This small section, barely half of page 87, sets
out that the control framework depends on senior management
setting and enforcing a clear level of risk appetite and embedding a
‘culture’ of compliance where financial crime risk is not acceptable.
The box goes on to give examples of good practise such as;

® senior management taking leadership on AML and sanctions risk
through decision making and staff communications.

e clearly articulating and enforcing the banks risk appetite.

® allocating sufficient resources to the banks compliance function.

 ensuring the banks culture enables it to comply with UK's legal and
regulatory AML framework.

e considering rewards and incentives and if they create unacceptable
risk-taking or compliance breaches and removing them if they do.

It is worth bearing in mind that the FCA guides are only based on
small firms and not the large commercial or investment banks that are
the pillars of the global financial system and usually the ones that have
the major AML/financial crime control failings.

The process of searching could continue into the FCA Handbook but
the point is made that there appears to be a lack of focus on ethics,
morals and culture within the sphere of AML/financial crime risk
management in tone setting by the higher levels of law and policy
makers which trickles down to the ground level.

Having searched with minimal success and now reverting back to the
question of 'risk awareness culture strategy’, is it any wonder there is
no conviction of strategy from senior management (even in times of

bank AML/financial crime failings), especially if motives only focus on
meeting regulator demand.
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During a recent talk by Robert Mazur (the under cover agent who
infiltrated Pablo Escobar’s drug cartel) and a leading authority on
money laundering techniques internationally, made a brilliant closing
remark, which was to the effect that “...wrongly, the mentality is that we
can regulate morality...” - he summed it up so nicely that morality is
down to each of us and should not need some external force to get us
to act. The advice he gave to AML/financial crime professionals was
that they should look at what the risks truly were and not just what was
expected in terms of whether all the boxes had been ticked because
criminals are not as obvious as so called AML/financial crime
professionals may believe and are very sophisticated so ‘ticking boxes'’
won't suffice in spotting and stopping financial crime.

Financial crime risk management efforts in banks and financial
institutions should never be treated as a ‘production line’ and the need
for removal of the shackles of a conformist mindset in ticking boxes
set by the regulator need to be replaced with self-reliance and the
ability to think as individualists wanting to do what is right for it in itself
and not for any gain/reward or avoidance of punishment.

So is it ethical bias, ethical dissonance, or the greed of profit, that
stops people doing the right thing? It may be all or it may be none of
these that motivate AML/financial crime employees to behave badly.
A recollection of first hand experiences of where so called AML/
financial crime professionals have behaved badly, calling into question
their ethics and morals may serve as a reminder to the good standing
AML/financial crime professionals that if we don’t do the right thing,
there may be no one after us that will.

“...infinite quantity is not measurable, and cannot be composed of

finite parts.”
-Benedict De Spinoza
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Thoughts Of An AML Professional: UK State Of Mind

"All that we are is the result of what we have thought: it is founded on
our thoughts, it is made up of our thoughts...”
-Buddha

This patchwork of thoughts on money laundering and financial crime
is not a treatise providing answers to the many challenges in tackling
this subject but a collection of considerations and questions on the
state of the UK AML/financial crime control architecture. Right, wrong
or missing elements, the thoughts are laid out to inspire and spark
minds of others looking to make a difference to tackling money
laundering and financial crime.

The Companies House Beneficial Ownership Register

The Companies House PSC (Persons of Significant Control) register of
beneficial ownership in the UK has been a welcomed first step into
creating transparency and allowing easier identification of ownership
(to a degree, where a company may have a simple structure).
Complications arise when trusts, foundations and complex ownership
structures are in place, particular across overseas jurisdictions.
Essentially the register serves as a database and this is where the
challenge begins... data. A database is only as good as its inputs and if
the data is bad, with no control of inputs or verification, it becomes
almost useless.

Take this example of a company set up that was allowed to be formed
in the UK, where had the correct verification been completed on
inception, the company would not have been allowed entry onto the
register because the obvious red flag(s) would have been spotted.

A simple search on the publicly available Companies House PSC
register of the word “"North Korea” returns many results but the one
that stands out is what could potentially be a travel agency (judging
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purely by its name) incorporated on 22 May 2017". The company is
called 'The North Korean Travel Agency In Europe Limited’ under
company number ‘10783345, A check of its officers and persons of
significant control (which should record 25% or more ownership/
control) shows it to be a ‘Mr Sang Kwan An’ with Date of Birth as July
1966’ and nationality as ‘South Korean'. A basic open source search
using Google finds an online news article dated 21 Jul 2016 (at
news.abs-cbn.com) about a gentleman found dead in a Philippines
airport matching the full name, nationality as well as month and year of
birth of the registered director/controller of the company in UK. Note
that the UK company was registered on the Companies House PSC
register after the news article was published online.

There is little doubt that further checks of records on the Companies
House PSC register for document filings would find signatures of the
director/controller and checks of recorded addresses would find
letterbox service buildings but the point being made is how could
somebody have set up a company in the UK after their death? Fraud or
something more nefarious? Companies House registrations are not
free therefore a bank account or other method of payment would have
been used to pay the set up fee - who paid to set up this company in a
deceased persons name? and why in the name of somebody who
died under questionable circumstances?

A report by Transparency International titled “Hiding in Plain Sight”
from 2017 highlighted that the Companies House PSC register only
had six staff responsible for identifying breaches and maintaining the
integrity of the database. This is just a series of shortcomings of the
register. This goes back to the original point that bad data, unchecked,
is not very useful and more importantly nullifies its purpose-
transparency.

Property in the UK which has been a magnet for illicit financial flows is
to receive the register treatment also. This is through plans to
introduce a register of overseas companies that own UK property. If
the first register (UK companies) hasn't been mastered, the second
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register (overseas companies owning UK property) may also be a
feeble attempt that brings with it its own shortcomings and loopholes.

British Overseas Territories and Beneficial Ownership Registers

Given the shortcomings of the current UK Companies House PSC
register and the increasing attention on the need for the introduction
of Beneficial Ownership registers for British Overseas Territories, is the
UK in a position to demand the export overseas of a product claimed
to be flawed in its current state and use?

How much clout the UK has in its enforcement of registers for British
Overseas Territories also remains to be seen. Recent motivations of
individuals have been called into question concerning overseas
territories also, specifically following a recent article on 07 Oct 2018 in
a Scottish newspaper (The National) which states four Conservative
MP’s criticised the UK governments plans to introduce more
transparency in the Cayman Islands following a five day trip to the
Cayman Islands, for them and their wifes, costing £18,000 funded by
the Cayman Islands government.

The Law Commiission - AML: The SARs (Suspicions Activity Reports)
Regime Consultation Paper

The Law Commission’s consultation paper on the UK SARs regime on
20 Jul 2018 was a welcomed first step in the right direction as it gave
an opportunity to provide input and feedback on the current regime.
While the scope of this piece is not to review the consultation paper,
the initiative of the paper is a move with thinking in the right place.
The consultation paper seemed to ask the right questions, for example
Chapter 9 on ‘The case for reforming the suspicion threshold’, namely
Consultation Question 2 - 9.8 “We would value consultee views on
whether suspicion should be defined for the purpose of Part 7 of the
Proceeds of Crime Act 20027 If so, how can it be defined?”.
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There is not an easy answer to the question but these are the types of
questions that should be asked in order to reform a process which
seems to be one-way, in that SARs are filed and feedback is not always
given on the outcome (sometimes it may be if a Production Order or a
Restraint Order is received by the filing institution). Instances of
requests for a DAML (Defence Against Money Laundering) offence
involving some back and forth between the NCA (National Crime
Agency - the UK FIU) and the reporting institution may provide limited
feedback in the conclusion of the request. As a result, all of this is
especially useful as despite efforts by the NCA to dissuade institutions
from filing defensive reports, they do continue which may be
compounded where institutions use less experienced AML
investigators or feel they should ‘cover’ themselves.

It has been seen first hand where in order to keep costs low recent
graduates have been hired as AML investigators. Not to take anything
away from graduates but sometimes experience cannot be taught as it
must be gained overtime, especially when managing financial crime
risk. Failings of inexperienced employees have been witnessed due to
a lack of appreciation for the knowledge required in order to carry out
AML investigations competently, as have frustrations of more
experienced employees who are disappointed at efforts to report.
One way traffic plus poor filings can only lead to time and efforts
wasted therefore the consultation paper may prove beneficial for both
requesters and providers on views of the regime, especially where
definition and guidance may be needed.

Criminal Finances Act 2017 - Specifically UWOs (Unexplained Wealth
Orders)

The introduction of the Criminal Finances Act 2017 received royal
assent on 27 Apr 2017 and inserted in Chapter 2 of Part 8 of POCA
2002 (Proceeds of Crime Act 2002) in section 362, a section 362A -
"Unexplained Wealth Orders”. The UWO was one of the key
components of the Criminal Finances Act 2017, which now gives
power that if granted, orders the person upon who it is served to
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provide information on; their interest in the property in respect of
which the order is made, how they obtained the property and provide
any requested documentation. Broken down, it essentially turns the
tables, whereas previously it had to be proven that the person in
question’s property was criminal property, now the same person has to
prove it is not by evidencing their source of wealth for example.

The recent press coverage of a recent UWO case regarding
questionable source of wealth of Zamira Hajiyeva and partner, an Azeri
banker, has made headlines in the UK such as a recent online article
(one of many) on 11 Oct 2018 (at neweurope.eu). The unversed in
financial crime have asked questions on what this is all about,
highlighting just how little the general public know about matters that
affect them (no matter how indirect). Whilst this is welcomed news in
the fight against financial crime and the fanfare is great, given the
scale of the problem of illicit financial flows connected to the UK,
questions remain.

Page 38 of the National Strategic Assessment of Serious and
Organised Crime 2018 is telling of the potential scale of the illicit
financial flows connected to the UK. It reads “..there is a realistic
possibility the scale of money laundering impacting the UK annually is
in the hundreds of billions of pounds...”.

On that basis, should there not have been hundreds, if not thousands,
of UWQO's issued by now? Which begs the question how effective are
they in dealing with the issue and not just a handful of cases?

The SMR (Senior Managers Regime)- Namely SMF17 (Senior
Management Function)

The introduction of the SMF17 function and older CF11 (Controlled
Function) MLRO (Money Laundering Reporting Officer) role, whilst a
thought in the right direction requires consideration was to whether
this goes far enough. Where there are AML control failings within
financial institutions, it is possible they are a result of a poorly set up/
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managed financial crime function or not enough oversight by the
MLRO, which these measures may address. What may be lacking is
whether everybody should individually be held accountable not just
the MRLO or Senior Management.

As an example, whilst not in the UK but highlights the issue globally,
from the US where it was announced on 4 Nov 2015 that Deutsche
Bank was to be fined $258million for sanctions violations by the
NYDFS (New York Department of Financial Services). A review of the
press release by NYDFS gives details of the failings as does the
Consent Order on the NYDFS website, especially on page 8 of the
Consent Order: “Later Bank payments processing employees prepared
a training manual for newly-hired payments staff in an overseas office...
explained how to handle payments with a sanctions connection...”. It is
almost unbelievable that bank employees created an actual manual on
how to evade prohibited activity in order to allow payments
connected to sanctions to continue. The full details explain how clients
names were purposely not mentioned in emails as well as information
on page 10 which states “Please note that while DB is prepared to do
business with Syria, we obviously have sizeable business interests in
the US, too, which DB wants to protect. So any Syrian transaction
should be treated STRICTLY confidential and should involve any
colleagues on a ‘Must-Know’ basis only! . .. [W]e do not want to create
any publicity or other ‘noise’ in the markets or media.”.

The Consent Order details the true scale of the complicit activity of
employees. Some of the employees in question were fired and not
allowed to work in certain functions/industry as a result. Whilst the
example above is from the US, the questions remains for the UK that
where there are AML failings, is it enough to hold only Senior
Management accountable. Why not hold anyone who was party to the
wrong doing accountable, criminally.

This is one of many cases where employees actions have been called
into question but certainly isn't the last. Although more recent cases
questioning control and employee failings, such as Danske Bank and
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Rabobank exist and have had more media attention, the fact a manual
was created to facilitate sanctions evasion in the name of profit
warrants calling out.

Digression to highlight the role of people and culture is not enough
therefore demands a separate discussion in itself that all employees
should be held accountable (by law) not just the few dictated by the
regulator. Getting a conviction of employee under POCA 2002
through a money laundering offence may be harder than the
introduction of something more innovative where an employee is held
accountable for their actions- would an RM (Relationship Manager)
turn a blind eye/fight so hard to keep a criminal client if they knew
they would be held personally liable and may have to serve jail time if
they had signed an agreement by law that any conduct (action or
inaction) of theirs won't facilitate financial crime?

EU AMLD (Anti-Money Laundering Directive) 3,4 and 5

The gap between AMLD3 (2005/60/EC) and AMLD4 (2015/849) was
about 10 years. Transposing by member states would have followed
with appropriate changes (the UK included), though it is difficult to
believe that all states made the necessary changes locally in time as a
result of AMLDA. It is hard to believe that for about 10 years, in the
eyes of the EU and UK, nothing from a financial crime risk
management perspective (at state level) required much change.

In the fallout out following terrorist attacks in Europe and the Panama
Papers scandal, AMLDS5 (2018/843) has been ushered in around 3
years after its predecessor. Had many risks to the financial system
been forgotten at the time of AMLD4 formulation requiring the need
for AMLDS5 so soon or will continued updates be made via new
AMLD'’s following new events and typologies in a reactive fashion? The
criminals innovate, adapt, operate with fluidity to best exploit
opportunities to acquiring, retaining, moving and spending illicit funds
whereas legislation appears rigid and reactive. To give the on going
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episodes of legislative updates a term, if they were to have one, would
“legislative tail-chasing” be appropriate?

Forward Thinking

Brexit, the Crime (Overseas Production Orders) Bill, cryptocurrency,
artificial intelligence are but a small selection of take-away points for
consideration. Like this patchwork of thoughts, the current solutions to
tackling financial crime also appear as a patchwork of efforts. s it time
to stop doing what we have always done? As it doesn’t seem to be
working. May be it is time to rethink it all. May be we need to adopt
the mentality of Philopoemen?

“One of the traits admired about Achaean leader Philopoemen was
that even in times of peace he thought in terms of nothing but military
strategy. If the enemy were over there and our army here, would we be
in the better position or them? How could we attack their army without
breaking rank? If we chose to retreat, how could we accomplish it? But
if they retreated, how could we go after them? He thought through all
types of challenges an army can find itself in and thanks to his
continuous mental preparation of strategies, when he was leading his
armies there was simply no scenario that could happen that he didn't
know how to deal with.”

-Niccolo Machiavelli
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