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FATF Puts UK to the Test: In reality, an A+ or a big ‘Fat-F'?

On the 7th December 2018, FATF (Financial Action Task Force), the
global standard setter in measures for combatting money laundering
and terrorist financing risks, released its MER (Mutual Evaluation
Report) of the UK (United Kingdom).!

More than two years before the release of this iteration of the FATF UK
MER, interestingly in April 2016 the UK Home Office and HM Treasury
issued a report titled: "Action Plan for anti-money laundering and
counter-terrorist finance’ and in this report it was mentioned seven
times that the government planned to make the UK a ‘hostile place/
environment’ for illicit funds2:

-Page 8- 1.7: “...new measures to make the UK a more hostile place for
those seeking to move, hide or use the proceeds of crime or corruption
or to evade ‘sanctions”

-Page 8- 1.8: “...strategic aim to make the UK a more hostile place for
those seeking to move, hide or use the proceeds of crime or
corruption...”.

-Page 23- 2.38: “...introduce new measures to make the UK a more
hostile place for those seeking to move, hide or use the proceeds of
crime and corruption or to evade sanctions”.

-Page 25- 2.46: "...regime that makes the UK a hostile environment for
illicit finance.”

-Page 30- 3.2: “...to make the UK a more hostile place for those seeking
to move, hide or use the proceeds of crime or corruption...”.

-Page 44- Annex C, paragraph 1: ”...to make the UK financial system a
hostile environment for illicit finances...”

-Page 44- Annex C, paragraph 2: “The UK has an anti-money
laundering and counter-terrorist financing regime that makes the UK a
hostile environment for illicit finance.”

1 http://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-united-kingdom-2018.html|

2 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/
517992/6-2118-Action_Plan_for_Anti-Money Laundering__web_.pdf
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Aspirational statements from 2016 indeed and now in 2018 on the
same day as the release of the FATF UK MER, the UK government went
on to state that FATF:

“...gave the UK its highest possible rating for measures including how
the UK tackles terrorist financing, and its use of financial sanctions
against terrorists. This means out of the 60 countries assessed, the UK
has one of the toughest anti-money laundering regimes in the world;
stronger than any other country assessed to date”.3

Whilst on the face of it the UK received a glowing review of its efforts,
there is also another glow- a very large ‘glow in the dark’ elephant in
the room. The UK is viewed as major hub for illicit financial flows, so
how has it received such praise in its efforts to combat money
laundering? Over two years after it was declared the UK was to
become a ‘hostile place/environment’, has it become hostile or has it
become a ‘haven’ for illicit funds?

Despite FATF's positive MER on the UK'’s efforts to tackle money
laundering, the ‘National Strategic Assessment of Serious and
Organised Crime 2018’ (on page 38) highlights the true scale of the
problem, which suggests the UK has a real money laundering problem
that remains a cause for concern despite the positive FATF report:

“However, given the volume of financial transactions transiting the UK,
there is a realistic possibility the scale of money laundering impacting
the UK annually is in the hundreds of billions of pounds.”

Whilst it may appear time for cheer for the UK, it is in fact time for very
honest reflection and action if the aspirations of making the UK a truly
'hostile place/environment’ for illicit financial flows. As a result, whilst
many may have turned attention to what works well in the UK,
attention should instead be turned to what can be done better or

3 https://www.gov.uk/government/news/uk-takes-top-spot-in-fight-against-dirty-money

4 http://www.nationalcrimeagency.gov.uk/publications/905-national-strategic-assessment-for-soc-2018/file
6 thelaundrynews.com



https://www.gov.uk/government/news/uk-takes-top-spot-in-fight-against-dirty-money
http://www.nationalcrimeagency.gov.uk/publications/905-national-strategic-assessment-for-soc-2018/file
http://thelaundrynews.com

more importantly a reassessment the approach of efforts completely.
If one is to entertain focusing on what the shortcomings were, Page 14
of the FATF UK MER offers a good starting point as it gives a
breakdown of ratings for both ‘Immediate Outcomes’ and
'Recommendations’ which shows the following shortcomings/failings
therefore looking at some of the feedback may help address issues
found in the current approach:

For Immediate Outcomes (IO), there were 3 rated as ‘Moderate’ which
is the second lowest rating possible:

-Ol.3 - Supervision (which can be found on page 124 of the MER)
-Ol.4 - Preventative Measures (which can be found on page 110 of the
MER)

-0l.6 - Financial Intelligence (which can be found on page 42 of the
MER)

For ‘'Recommendations’, there were 2 rated as 'Partially Compliant’ (PC)
which is the second from lowest rating possible:

-R.13 - Correspondent Banking (which can be found on page 199 of
the MER)

-R.29 - Financial Intelligence Units (which can be found on page 222
of the MER)

Ol.3 - Supervision

FATF found that both the FCA (Financial Conduct Authority) and Her
Majesty's Revenue and Customs (HMRC) have a good understanding
of risks and their sectoral risk understanding is strong and where there
were shortcomings was in their ability to demonstrate that they
developed an accurate picture of risks at the firm-specific level. The
main legal sector supervisor had a good understanding of risks within
their sector but there was mixed understanding of risks between other
SRB'’s (Self Regulatory Bodies), especially smaller ones. The Gambling
Commission is said to display a ‘very strong’ understanding of risks
both at a sector and firm-specific level.
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Other points of focus include that the Money Laundering Regulations
2017 state a risk based approach to supervision is ‘mandated’ but
each supervisor takes slightly different approaches and that the FCA'’s
supervision focuses on the 14 largest investment and retail banks
along with 156 smaller firms assessed as 'high risk’ but the FCA should
consider its approach to supervision of all 19,600 firms under its
watch. Whilst HMRC uses tactical plans for supervision, as opposed to
cyclical like the FCA, advice for them states “...the risk tool it uses to
assess firms individually has only recently been introduced and should
be reviewed to ensure it is sufficiently ML/TF focused and effective”.

Multiple supervisors for multiple sectors, there is no doubt this would
increase the risk of inconsistencies even with a supervisor for the
supervisors in the form of OPBAS (Office for Professional Body Anti-
Money Laundering Supervision).

Ol.4 - Preventative Measures

As expected, it was found by FATF that whilst amongst banks the
money laundering and terrorist financing risks were most understood
and whilst SARs (Suspicious Activity Reports) of a high quality are
being submitted by banks, they found it was concerning that a low
level of SAR reporting in many sectors was seen, as well as some
identified as being at "high risk’. It was also found that there is a large
number of poor quality SARs being filed, including amongst banks
which submit 85% of the SARs filed.

Whilst banks may have a better understanding of the risks, other,
expectedly newer sectors under supervision may not have as good an
understanding with mixed understanding of risks amongst the sectors.
Given there are multiple sectors with multiple supervisors this hasn't
helped previously but FATF feel the introduction of OPBAS may help
with a more consistent approach to supervision. This remains
questionable, if you were to ask the opinion of an AML professional, as
highlighted in the closing sentence above under ‘Ol.03- Supervision’.
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OLl.6 - Financial Intelligence and R.29 - Financial Intelligence Units

Whilst FATF praised that authorities at the national, regional and local
level all have access to financial intelligence and other information
relevant to investigating money laundering and terrorist financing,
such as the use of systems (per page 43 of the MER) including ‘Elmer’
which houses all SARs and requests from foreign FIUs (Financial
Intelligence Units) and is available to UKFIU officers only and systems
such as ‘Money-web’, ‘Arena’ and ‘Discover’ available to a wider
number of end-users (3,076; 1,457; 900 respectively) as they contain
‘non-sensitive’ SAR information, they did have some choice views on
the UK's approach financial intelligence.

FATF state that the UK’s deliberate approach to limit the role of the
UKFIU in being tasked with operational and strategic analysis calls into
question the quality of information available to investigators. This
approach can be viewed as negative but in part is mitigated, they feel,
as local authorities have direct access to the financial intelligence.
Another area which faced some criticism was lack of available IT
(Information Technology) and human resource along with lack of
analytical capability, this is serious cause for concern FATF say,
especially as similar issues were raised over 10 years ago in the

previous FATF UK MER.

An important point that FATF made was that gaps in the UKFIU are
being insufficiently closed “...by other agencies such that financial
intelligence is fully exploited in the context of the significant ML/TF
risks faced by the UK. The limited role of the UKFIU also undercuts its
ability to effectively share information with foreign FIUs.”.

A final point to note if the UK is to improve its efforts is that the UK SAR
regime requires a significant overhaul according to FATF, though this
is already in motion given the Law Commission’s consultation paper
from July 20185. Also telling is that FATF found that there is an under

5 https://www.lawcom.gov.uk/document/anti-money-laundering-the-sars-regime/
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reporting of suspicious transactions “...by higher risk sectors such as
trust and company service providers (TCSPs), lawyers, and
accountants.” which should be of particular interest given FATF
published a report in July 2018 titled ‘Professional Money
Laundering’¢ which mentions these very sectors as enablers of money
laundering and tax evasion.

In this modern age of data and technology, why is it not fully being
exploited? When was the last time systems such as ‘Elmer’, 'Money-
web’, ‘Arena’ and ‘Discover’ were updated? Are they fit for purpose
today? Is there capability within them to create basic ‘Network
Analysis’ to spot previously hidden connections between transactions
and parties? When was the last time consideration was given to how
'fit for purpose’ these systems are today, with fast moving financial
crime? Whilst Artificial Intelligence and Machine Learning may not be
the ‘be all and end all’ of systems in combating financial crime just yet,
there may be features that could be considered for possible
application. It wouldn't be the first time an FIU has considered
modern technology to assist in combatting financial crime. As far back
as 1995, FinCEN (Financial Crime Enforcement Network) was
reviewing a system known as FAIS (FinCEN Artificial Intelligence
System) in identifying potential money laundering from reports of
large cash transactions’. We need to move with the times or get left
behind- in nature evolution ensures survival and equally in the modern
age of data and technology, the same applies to the task at hand to
combat financial crime by using technology as a tool not a saviour,

R.13 - Correspondent Banking
It is worth noting that in the previous FATF UK MER, from 3 June 20078,

the UK was rated ‘Not Compliant’ to which FATF offers a defence that
there were no enforceable obligations related to correspondent

6 http://www.fatf-gafi.org/media/fatf/documents/Professional-Money-Laundering.pdf

7 https://www.aaai.org/Papers/IAAI/1995/IAAI95-015.pdf

8 http://www.fatf-gafi.org/media/fatf/documents/reports/mer/MER%20UK%20FULL.pdf
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banking at the time. Whilst it may be true that there was nothing
‘'enforceable’ at the time, page 7-point 20 of the 2007 FATF UK MER
does state: “While current language in the JIMLSG Guidance on
correspondent banking is generally comprehensive and appears to
cover the main areas of Recommendation 7...”. This just goes to show
that even at the time, the focus by the UK appears to have been on
‘what do we NOT NEED to do? rather than ‘'what SHOULD WE do?’ to
combat financial crime- the guidance existed for a reason, to
managing risk, why wasn't it enforced? And we shouldn’t be fooled
into thinking it holds no weight as it is only ‘guidance’. More
importantly, correspondent banking wasn't and still isn't an unknown
risk and clear recommendations were available as far back as June
2003 in the 40 FATF recommendations at the time?, namely on page 4

m_1

under section 7-points ‘a’ to “e".

Without digressing to the past too much, in the current FATF UK MER,
it is disappointing that the UK received the second from lowest rating
in assessment of Recommendation 13 related to correspondent
banking given the past failings. There has been plenty of time to
improve but issues still remain.

The current FATF UK MER points out that despite there being a
number of EDD (Enhanced Due Diligence) measures that should be in
place, which have been in around since at least 2003, they currently
only apply to relationships with respondents from third countries (e.g.
non-EEA) whereas Recommendation 13 states that the measures
should apply to all cross border relationships.

To put this in to context, related to a recent money laundering scandal,
the Danske Bank Estonia case, where Estonia is an EU country. There
is no doubt that prior to the case, there would have been many banks
in the UK would have risk rated Danske Bank Estonia is not high risk.
As a result, UK banks would not have all automatically applied EDD
measures if they were providing them correspondent banking

9 http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202003.pdf
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services, which we have found retrospectively, was not the right risk
rating.

Closing thoughts

Should the UK be celebrating the positive FATF UK MER on its efforts
tackle money laundering when almost all of the boxes have been
ticked? Yet significant illicit funds pass through and find a haven in the
UK? May be that is the issue that law/policy makers and standard
setters should be looking to rethink- that ticking boxes is not sufficient
in stopping the activity it looks to assess efforts on and a new way of
thinking should be applied. This is something that Dr. Ronald F. Pol, a
respected money laundering expert, has articulated in his peer
reviewed research titled ‘Uncomfortable truths? ML=BS and AML=
BS210 and ‘Anti-money laundering effectiveness: assessing outcomes
or ticking boxes?'11. Even prior to this Dr. Pol stated “...anti-money
laundering legislation is the least effective of any anti-crime measure,
anywhere.”12 and the recent outcome of the FATF UK MER against the
background of UK as a haven for illicit funds seems to confirm this.

To quote Dr. Pol, during a recent discussion | had with him, any serious
anti-financial crime professional would find it hard to argue: “The UK
report illustrates the main failing with any tick-box system. It's easy to
game. In at least 50 of the 67 published reports to date, it's easy to
identify exactly how countries could have boosted their ratings, without
any change to their primary law enforcement activities. Most countries
left points on the table. And some will suffer for that, for up to a
decade, as their banks and other businesses face difficulties and extra
cost accessing the financial system. The UK offers an example where
officials appear to have played the system like a violin. Arguably too
well, because the results stretch credulity to breaking point. And it's
hard to see the strategic geopolitical value from ‘proving’that the UK

10 https://www.emeraldinsight.com/doi/abs/10.1108/JFC-08-2017-0071

11 https://www.emeraldinsight.com/doi/abs/10.1108/JMLC-07-2017-0029

12 https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11510931
12 thelaundrynews.com
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has a higher rating than US counterparts (who had the leading
evaluation report, until now), or for the UK to ‘beat’ other EU nations
where UK officials earlier argued for lower scores (especially in the
context of Brexit negotiations). Especially when the UK's remarkably
high rating doesn't reflect the uncomfortable reality of the country’s
money laundering risk, still widely regarded one of the world’s leading
havens for illicit funds, locally and from abroad.”

With special thanks to Dr. Ronald F. Pol.
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Proposal to Change ‘Bank XXX’ Bearer Share Policy

The follow text is from a proposal made to Bank XXX to move away
from a policy that allows clients with ‘bearer shares’ in the ownership
structure.

Proposal

This is a proposal to change Bank XXX's Know Your Customer (KYC)
policy, which currently allows bearer shares in the entity structure, to
incorporate the following:

-Prohibit any new adoptions booked into the UK which have bearer
shares in the ownership structure, regardless of the jurisdiction the
entity is from.

-Prohibit any product extensions booked into the UK which have
bearer shares in the ownership structure, regardless of the jurisdiction
the entity is from.

Rationale for proposal

Ultimately, bearer shares pose a higher financial crime risk and are an
out-dated form of corporate ownership. The Legislative and
regulatory environment Bank XXX operates in is moving towards more
transparency on beneficial ownership and this has been evidenced by
the introduction of the EU 4th AML Directive which seeks for more
transparency around beneficial ownership. The Small Business,
Enterprise and Employment ACT (SBEE Act) UK in 2015 and a likely
revision to the UK Money Laundering Regulations 2007in the near
future will enhance the focus on ownership transparency. As a result,
this is the perfect time for Bank XXX to take a proactive approach to
the changing financial crime landscape and champion change that will
show that the banks changing the way it does business and managing
their risks more efficiently and effectively.

14 thelaundrynews.com
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It is noted that there is Joint Money Laundering Steering Group
(JMLSG) guidance and a policy in place at Bank XXX in relation to the
risk associated with bearer shares but ultimately the biggest risk of
bearer shares is the anonymity they provide shareholders and their
advantages for criminals to control/hide assets.

Bank XXX controls are around having a custodian in place to hold the
bearer shares on behalf of the shareholders and to notify Bank XXX on
changes to bearer ownership but this doesn’t mitigate the risk of
collusion by the entity adopted and the custodian, nor against wilful
blindness by the custodian. Notably, Bank XXX doesn’t focus on
conducting due diligence on the custodian (this doesn’t have to be at
the same level of due diligence as what is done for clients), which
opens up a number of questions e.g.we do not know how robust the
custodian’s compliance programme would be or what due diligence
they conduct (would the custodian pick up sanctioned individuals/
entities? do they do any due diligence on individuals/entities bearer
shares are held on behalf of?). On the point of sanctions violations
alone, there is the potential for sanctions issues to arise due to the
portability of the bearer shares themselves.

The UK obviously sees bearer shares as "high risk’, to the extent that
they have abolished UK companies from having bearer shares in their
ownership structures from 2015. This raises the question of whether
Bank XXX are being proactive enough by allowing foreign companies
to be booked into the UK with bearer shares in their ownership
structure, regardless of the percentage of ownership in bearer form.

Historically, "bearer’ related ownership of assets, such as bonds, has
shown that the higher associated with such forms was recognised
decades ago, as the US curtailed issue of debt in bearer form, which
disallowed tax deductions for interest paid on bearer bonds since
1982 with the passing of the Tax Equity and Fiscal Responsibility Act of
198213,

13 http://www.legisworks.org/GPO/STATUTE-96-Pg324.pdf - Pages 296 to 297
15 thelaundrynews.com
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In summary, regardless of the percentage owned in bearer shares and
the controls that can be put in place, bearer shares are a high risk and
out of date form of entity ownership.

Bearer share risk

FATF Recommendations define bearer shares as “...as negotiable
instruments that accord ownership in a legal person to the person who
possess the bearer share certificate”.'4

The risk of such form of ownership is that it allows criminals a level of
obscurity and anonymity in asset/entity ownership.

Bank XXX ‘values’

Currently; bearer shares in an ownership structure of a client are
acceptable per Bank XXX policy.

Moving away from allowing bearer shares in the ownership structures
of new clients and restricting product extensions for existing clients
into the UK will demonstrate that Bank XXX truly lives it's values,
namely “XXX XXX”, which states “XXX XXX XXX XXX XXX XXX XXX".

Current Bank XXX KYC Policy

The current Bank XXX KYC policy, in relation to bearer shares, states:

XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX
XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX
XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX

14 http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf - February
2012, page 110
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JMLSG guidance
JMLSG Guidance notes on bearer shares state's:

“Bearer shares

5.3.152

Extra care must be taken in the case of companies with capital in the
form of bearer shares, because in such cases it is often difficult identify
beneficial owner(s). Companies that issue bearer shares are frequently
incorporated in high risk jurisdictions. Firms should adopt procedures
to establish the identities of the holders and material beneficial owners
of such shares and to ensure that they are notified whenever there is a
change of holder and/or beneficial owner.

5.3.153

As a minimum, these procedures should require a firm to obtain an
undertaking in writing from the beneficial owner which states that
immediate notification will be given to the firm if the shares are
transferred to another party. Depending on its risk assessment of the
client, the firm may consider it appropriate to have this undertaking
certified by an accountant, lawyer or equivalent, or even require that
the shares be held by a named custodian, with an undertaking from the
custodian that the firm will be notified of any changes to records
relating to these shares and the custodian.”

FATF Recommendations

FATF states measures can be implemented to overcome specific
obstacles to the transparency of companies and for bearer shares and
bearer share warrants and the following measures could be
implemented1é:

15 https://imlsg.org.uk - JMLSG Guidance Notes, Guidance For The UK Financial Sector - Part | (Amended November
2014), page 88

16 http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-transparency-beneficial-ownership.pdf - October
2014, page 96
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1.Prohibit them

2.Convert them into registered shares/warrants

3.Immobilise them, or;

4. Require controlling shareholders to notify the company, so it can
update it's records

New UK Law (see ‘UK Law on Bearer Shares’ section below) shows the
UK appears to be in alignment with FATF's thinking under measures 1,
2 and 3. However, Bank XXX despite having a global footprint,
currently relies on measure number 4, which is the weakest of the 4
controls recommended.

UK Law on bearer shares

The Small Business, Enterprise and Employment Act (SBEE Act) in the
UK received Royal Assent in March 2015 and abolished bearer shares
from 26 May 201517 18, Bearer share holders were given 9 months
from 26 May 2015 to surrender shares voluntarily and convert them to
registered shares.

Further changes as a result of this Act includes the abolition of
‘corporate directors’ from October 2016, therefore UK companies
won't be able to appoint corporate directors, though there may be
some exceptions to this.

Further considerations

Investigate the option to communicate to the current client base that
Bank XXX will no longer support relationships with bearer shares in
their ownership structure and invite clients to convert bearer shares to
registered shares or exit the relationship with Bank XXX.

17 https://www.gov.uk/government/news/the-small-business-enterprise-and-employment-bill-is-coming - See
‘Implementation Dates’ at end of article

18 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/417328/
bis_15_266_SBEE__Act_companies-transparency-fact-sheet.pdf - Pages 3 and 4
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Phoenix or Failure?

“...no man has ever governed himself while his own foundations are
confused. What we call ‘Correct Mind’ is about keeping benevolence,
righteousness, loyalty and fidelity in check. Without these factors in
mind, you cannot attain any great courageous achievement nor fulfil
any tactics required for the circumstances at hand.”

-Bansenshukai

Deutsche Bank seems lost and recently it has become synonymous
with two things; scandals and losses. Whether it is the bank’s offices
being raided by law enforcement in connection with money
laundering and tax evasion investigations or year on year losses,
something is wrong and the bank’s systemic importance cannot be
used as a ransom.

s this what any bank would aspire towards? (obviously not) and is
there something fundamentally wrong in what the bank has become?
What has the bank become? The answer to the latter may lie in the
answer to the former.

Whilst the rap sheet may be beyond the scope of this piece, a glance
at the bank’s history and some of the lesser known articles may paint a
clearer picture, though like the art the bank has in its collection?, it
may be open to interpretation.

The History

With the adoption of the bank’s statute on 22 January 1870 followed
by the granting of a banking license on 10 March 1870, Deutsche
Bank was born. If anybody is looking for the original purpose of the
banks existence, the statute can oblige20: “The object of the company
is to transact banking business of all kinds, in particular to promote

19 https://art.db.com/en/deutsche_bank_collection_art_at_the bank.html

20 https://www.db.com/company/en/media/Deutsche-Bank-History--Chronicle-from-1870-until-today.pdf

19 thelaundrynews.com
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and facilitate trade relations between Germany, other European
countries and overseas markets.”. The bank grew and adapted with its
environment, whether it was the adoption of taking deposits or
entering the issuing business to tap capital markets.

Along the way, the bank has seen darker days previously, which unlike
the statute forgotten by the general public, are not - previous links to
the Nazi regime. Deutsche Bank purchased 4,446kg of gold from the
Reichbank of which at least 744kg came from Holocaust victims,
though it is not clear if the bank was aware of its source at the time?2!
according to the Historical Institute of Deutsche Bank’s22 review of
historical records.

Overcoming it's darker history and growing between the 1970's to
1990's from acquisitions and political transformations in Europe,
especially it's agreement to purchase Morgan Grenfell in 198923, the
bank became a global player.

Another 10 years later and the purchase of Bankers Trust?4 can either
be viewed as the beginning of the end or a new chapter in the bank’s
history to where it is now.

The scandals

From here, a reiteration of the rate rigging2° or mirror trade (fines in
both UK26 and USAZ?7) related scandals and fines is not needed given
the extensive coverage these have already received. Nor is there a

21 https://www.db.com/company/en/media/Deutsche-Bank-History--Chronicle-from-1870-until-today.pdf

22 https://www.db.com/company/en/historical-institute.htm

23 https://www.nytimes.com/1989/11/28/business/germans-to-buy-morgan-grenfell.html|

24 https://www.nytimes.com/1998/12/01/business/bank-giant-the-overview-deutsche-gets-bankers-trust-for-10-
billion.html

25 https://www.thequardian.com/business/2015/apr/23/deutsche-bank-hit-by-record-25bn-libor-rigging-fine

26 https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-
failure

27 https://www.dfs.ny.gov/about/press/pr1701301.htm

20 thelaundrynews.com



https://www.theguardian.com/business/2015/apr/23/deutsche-bank-hit-by-record-25bn-libor-rigging-fine
https://www.db.com/company/en/media/Deutsche-Bank-History--Chronicle-from-1870-until-today.pdf
https://www.nytimes.com/1989/11/28/business/germans-to-buy-morgan-grenfell.html
https://www.nytimes.com/1998/12/01/business/bank-giant-the-overview-deutsche-gets-bankers-trust-for-10-billion.html
https://www.nytimes.com/1998/12/01/business/bank-giant-the-overview-deutsche-gets-bankers-trust-for-10-billion.html
https://www.nytimes.com/1998/12/01/business/bank-giant-the-overview-deutsche-gets-bankers-trust-for-10-billion.html
https://www.db.com/company/en/historical-institute.htm
https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-failure
https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-failure
https://www.fca.org.uk/news/press-releases/fca-fines-deutsche-bank-163-million-anti-money-laundering-controls-failure
https://www.dfs.ny.gov/about/press/pr1701301.htm
http://thelaundrynews.com

need to highlight the bank using sanctions evasion as a selling point
for new business and employees creating a manual on how to evade
sanctions28.

Kids go free

The words ‘Project Dastan’ may not mean much to many but according
to media reports?? this was the name given to an internal investigation
within the bank looking into whether executives had breached anti-
bribery rules by getting too close to foreign officials by hiring their
children to win business. Had it not been for a lawsuit by a former
Deutsche Bank executive, Nizar Al-Bassam, who was suing for bonuses
refused at the time, the issue may not have made mainstream news.
The hiring practises claimed to involve the hiring of the son of a
foreign official, quoted as ‘Deputy Minister’, though it was refuted the
father could influence the ‘Ministry of Finance’ as he was in custody at
the time. Further information on this may never be known, as there is
nothing in the public domain on the outcome other than an article
from 29 August 2018 stating the High Court case has been settled30.

Kids went free

Bribery issues in connection to the hiring of children of foreign officials
to win business and how prevalent this may be/still is is not known but
it is interesting to note that a 2013 article3! gives a glimpse into the
banking industry’s practise (if true):

““We lost a deal to DB today because they got chairman’s daughter

work for them this summer,” one JPMorgan investment banking
executive remarked to colleagues, using the initials for Deutsche Bank”.

28 https://www.dfs.ny.gov/about/ea/ea151103.pdf

29 https://www.bloomberg.com/news/articles/2018-06-01/lawsuit-reveals-deutsche-bank-probe-of-ties-to-russian-
ministers

30 https://www.law360.com/articles/1077834/ex-deutsche-exec-settles-uk-suit-over-withheld-4m-bonus

31 https://dealbook.nytimes.com/2013/12/29/on-defensive-jpmorgan-hired-chinas-elite/
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JP Morgan ultimately paid $264million32 in fines (split between the
SEC [Securities Exchange Commission, DoJ [Department of Justice]
and FRB [Federal Reserve Board]) for Foreign Corrupt Practises Act
(FCPA) violations.

Offshore Leaks

As part of articles run in 2013 by the ICIJ (International Consortium of
Investigative Journalists), they wrote a piece33 on how more than 100
customer consultants at Deutsche Bank Singapore assisted in creating
or managing exactly 309 offshore entities for their customers in the
BVI (British Virgin Islands) and other so called tax havens, based on
secret records obtained at the time.

The bank was quoted as stating: “Deutsche Bank is not offering any tax
advice or any service offering registration of companies in tax havens...
extensive precautions to obstruct the misuse of the bank’s products
and services for money laundering...” without offering further details.
The IClJ article states that a brochure available on the internet from
Deutsche Bank’s Private Wealth Management unit, at the time
advertised “the creation, management and administration” of “trusts,
companies, foundations” in several countries.

Raids

The recent raids on Deutsche Bank offices in Germany by law
enforcement are in connection to the '‘Offshore Leaks’ and ‘Panama
Papers’ according to official statements by Deutsche Bank34 and it is
interesting to note that the current official statement from Deutsche
Bank includes: “According to the public prosecutor's office, the
evaluation of the papers by the Federal Criminal Police Office is said to
have revealed that a company in the group headquartered on the

32 https://www.sec.gov/news/pressrelease/2016-241.html

33 https://www.icij.org/investigations/offshore/deutsche-bank-helped-customers-maintain-hundreds-offshore-entities/

34 https://www.db.com/newsroom_news/2018/fact-sheet-investigations-by-public-prosecutors-at-deutsche-bank-
premises-en-11739.htm
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British Virgin Islands had provided customers with a structure that
made money laundering possible”. The statement also confirms the
company in question was sold in March 2018 and media articles
suggest the company in question35 is 'Regula Limited',

The 2013 IClJ article mentions a company in the group facilitating
alleged financial crime using the BVl and now in 2018 there are raids
in the bank’s headquarters for which the official current response is
that the raids are in relation to BVI related financial crime allegations
using a company in the group. Though nothing can be confirmed,
either it relates to the same issue, or there is a prevalence in using this
typology to facilitate activity that could be connected to financial
crime.

As part of the raid, although no board members are currently under
suspicion, the searches did include their offices, which included the
Chief Regulatory Officer3¢ who's dismissive views on Deutsche Bank's
involvement in the Danske Bank Estonia case were noted in media
recently.

Depending on which reports are read, one of the staff under suspicion
works in the AFC (Anti-Financial Crime) team which, if true, begs the
question on, not only, culture within the bank in managing financial
crime risk37 but overall also.

These latest raids in connection to money laundering and tax evasion,
are yet another tally on the ever growing list of issues plaguing
Deutsche Bank in relation to money laundering and financial crime,
regardless of whether it is directly complicit or not. Also, the Dankse
Bank case is not closed and findings could lead to further issues
requiring address by Deutsche Bank, creating yet more problems
related to money laundering and financial crime.

35 https://www.ft.com/content/09b68838-f482-11e8-9623-d7f9881e729f

36 https://www.ft.com/content/09b68838-f482-11e8-9623-d7f9881e729f

37 https://www.bloomberg.com/news/articles/2018-11-29/deutsche-bank-headquarters-searched-in-money-
laundering-probe
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Presidential ties

It has been said that US banks wouldn’t lend Donal Trump money due
to credit risk, and at that time Deutsche Bank came forward38 and
struck his first deal in 1998 with the bank. More recently media reports
have turned their attention to the Deutsche Bank-Trump relationship
when it surfaced in December 2017 that the bank had been
subpoenaed for records on Donald Trump but this was to be
unfounded3?. There still remains the possibility for Deutsche Bank to
be presented with a subpoena to produce records40 if media reports
stating that Justice Kennedy resigned because his son worked for
Deutsche Bank with ties to Trump through his employment have any
foundation41.

Deaths

There have been a number of deaths of employees, either employees
of the bank or connected through transactions, where the
circumstances have been called into question. In 2014, there was
David Rossi4?, the banker from Monte Dei Paschi Di Siena who
allegedly fell out of a window and died but questions have been
raised whether it was suicide as information suggested he fell
backwards which ruled this out. A transaction involving Deutsche
Bank and Monte Dei Paschi Di Siena has been called into question43.
David Rossi was not believed to have been connected to the
transaction in question.

38 http://uk.businessinsider.com/trump-deutsche-bank-mueller-2017-12

39 http://uk.businessinsider.com/trump-wanted-mueller-fired-deutsche-bank-subpoena-2018-4

40 https://www.bloomberg.com/opinion/articles/2018-11-29/deutsche-bank-s-troubles-are-donald-trump-s-trouble

41 http://uk.businessinsider.com/anthony-kennedy-son-loaned-president-trump-over-a-billion-dollars-2018-6

42 https://www.news.com.au/finance/business/banking/questions-over-spate-of-suicides-among-deutsche-bank-
executives/news-story/f03c263669d7e01e8d9cca2f64240567

43 https://www.bloomberg.com/news/features/2017-01-19/how-deutsche-bank-made-367-million-disappear
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Then there is the case of William Broeksmit, who hung himself in 2014,
where the inquest included comments by his psychologist who stated

that he was anxious about authorities investigating the bank, although

the conclusion was that he took his own life44.

In 2014, there was also Charles Gambino, who was a senior Deutsche
Bank lawyer4> who was closely involved in negotiating legal issues
such as allegations of LIBOR rate manipulation, was found dead after
committing suicide.

Integrity

When the Chair of the Supervisory Board on the ‘Integrity’ Committee
of the bank resigns4¢, following a spate where it is said “He is going
too far in demanding wider and wider investigations....”, what does this
say about a bank that wants do the right thing. Georg Thoma resigned
from his position in 2016 and it is interesting to note that Deutsche
Bank’s Corporate Values4’ state under ‘Integrity’:

- “We live by the highest standards of integrity in everything we say and
do”

- “We will do what is right, not just what is allowed”

- "We communicate openly; we invite, provide and respect challenging
views”

It is undeniable that Deutsche Bank has been marred with many

scandals and fines and the above only gives a flavour. Shifting
attention, there have been many losses also.

44 https://www.ft.com/content/a6d80370-b419-11e3-a102-00144feabdcO

45 https://www.reuters.com/article/us-deutsche-bank-suicide/deutsche-bank-lawyer-found-dead-by-suicide-in-new-
york-idUSKCNOIEO8U20141025

46 https://www.handelsblatt.com/today/finance/georg-thoma-the-unexpected-prosecutor/23537482.html?
ticket=ST-82067-EKvIQ4XacTUzBYKThOOt-ap1

47 https://www.db.com/cr/en/concrete-cultural-change.htm?kid=werte.inter.redirect#tab_corporate-values
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The losses

With net income losses of EUR(735m)48, EUR(1,356m)4%, EUR(6,772m)
for years 2017,2016 and 2015 respectively, the last time Deutsche

Bank made a full years profit was in 2014 with net income of
EUR1,691m>0,

Deutsche Bank’s Corporate Values under ‘Sustainable Performance’
state:

- "We drive value for shareholders by putting long-term success over
short-term gain”

How many shareholders feel this value has been delivered for the last
four years? Such losses combined with the systemic importance to the
global financial system is not only a danger to the bank itself but also
the system within which it operates and most importantly the public,
highlighted in 2016 when the IMF (International Monetary Fund)
Country Report on Germany from 2016 stated on page 2951:

“Deutsche Bank appears to be the most important net contributor to
systemic risks, followed by HSBC and Credit Suisse...The relative
importance of Deutsche Bank underscores the importance of risk
management, intense supervision of G-SIBs and the close monitoring
of their cross-border exposures...”.

Challenging times financially previously but this is then reflected more
recently also when the bank failed a Federal Reserves stress test in
2018 for its US operations®2 where it was said the bank had material
weaknesses in its data capabilities and controls supporting capital

48 https://www.db.com/ir/en/download/DB_Annual Report_2017.pdf

49 https://www.db.com/ir/en/download/Deutsche_Bank_Annual_Report_2016.pdf

50 https://www.db.com/ir/en/download/Deutsche_Bank_Annual_Report_2015.pdf

51 https://www.imf.org/external/pubs/ft/scr/2016/cr16189.pdf

52 https://www.bbc.co.uk/news/business-44646775
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planning processes as well as weaknesses in its approaches and
assumptions used to forecast revenues and losses under stress.

A large bank with no profits and a complex infrastructure can be
difficult to manage but when IT (Information Technology) in the
modern age may not have kept up with the times or has become too
complicated to manage, this can only exacerbate problems. Deutsche
Bank’s Chef Operating Officer, Kim Hammonds, who resigned in early
2018 is quoted®3 as saying Deutsche Bank is “vastly complex...” and
the, “most dysfunctional place she's ever worked...”.

Multiple changes of CEO'’s and scandal after scandal and loss after
loss has meant that the banks share price is at an all time low (EUR8.06
as at 30 November 2018)54 and the current wave of financial crime
related issues have only compounded a downward spiral that remains
difficult to turn around.

The End?

Going back to the beginning of this piece, scandals and losses have
continued and the bank appears lost in a true strategy to move ahead
and upwards. For the bank, something needs to happen if itis to
survive, so what is the management board’s strategy? Does it have one
and does it have the ability to run a bank to success and keep it there?
A bank that creates no value for shareholders, begs the question of
what good such a bank can do for the communities it serves and the
economy it contributes to? Other than creating uncertainty in itself and
it's outcome.

Does the bank have an identity? Does it know what it wants to be - a
global powerhouse or a back to roots bank? More questions than
answers but that is what can be expected when uncertainty on a grand
scale encircles.

53 https://news.efinancialcareers.com/uk-en/313445/technology-at-deutsche-bank

54 https://www.db.com/ir/en/share-price-information.htm
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It may be said that the bank’s reputation is ruined on a grand scale and
is beyond repair and The Economist even ran an article earlier in 2018
questioning whether the bank should be wound down and the good
parts sold off5. The bank may rise from the ashes if it has a
remarkable change of luck or it may fold, fade or be sold off. Talks of a
merger have repeatedly been shut down but could that be the banks
best option or a bailout by the government? Especially when it has
little others options, though it remains to be seen who would partner
with something that is used to generating losses and a magnet for
financial crime issues/failings, if the past is to go by.

If Deutsche Bank collapsed or was to be suddenly shut down
tomorrow, would it be called a ‘Black Swan’ event? Unlikely, with the
continuous losses and scandals - which intelligent person can say they
were truly surprised or never saw it coming? Especially when such
events are summarised by the following 3 characteristics>e:

1.Something outside the realm of regular expectations

2.Carrying extreme impact and;

3.After the fact’, we would then need to concoct explanations to make
the supposed unpredictable, predictable.

“Few understand me, and that is my value.”
-Lao-Tzu

55 https://www.economist.com/business/2018/04/19/should-one-of-the-worlds-largest-banks-be-wound-down

56 'The Black Swan’, Nassim Nicholas Taleb, 2007
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The Connect

“Whatever anyone does or says, | must be a good man. It is as if an
emerald, or gold or purple, were always saying: ‘Whatever anyone
does or says, | must be an emerald and keep my colour.”

-Marcus Aurelius

The Danske Bank Estonia money laundering case needs no
introduction but what does require a further spotlight is the
‘Correspondent Banking' relationship between Deutsche Bank and
Danske Bank Estonia.

Whilst the whistleblower, Howard Wilkinson, has not mentioned by
name one of the main Correspondent Banks, it is said that the
‘European’ bank in question is Deutsche Bank57 according to recent
reports and is alleged to have had $150billion of the $234billion in
question pass through it by providing Correspondent Banking
services to Danske Bank Estonia. Older reports suggest Deutsche
Bank was the last Correspondent Bank of three to exit the Danske
Bank Estonia relationship as late as 201558,

This is all basic knowledge so far but what has passed relatively
unnoticed by many, especially those who should be versed in financial
crime/Anti-Money Laundering AML risk management and should have
been taking note as a result, are comments by Deutsche Bank in
relation to their Correspondent Banking relationship with Danske Bank
Estonia.

The voice

Sylvie Matherat, who is “...from Banque de France where she was
Deputy Director General and responsible for regulation and financial

57 https://www.bloomberg.com/news/articles/2018-11-19/danske-whistleblower-points-finger-at-deutsche-bank-in-
testimony

58 https://www.forbes.com/sites/francescoppola/2018/09/30/the-banks-that-helped-danske-bank-estonia-launder-
russian-money/#6bb2950f7319
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stability issues, payment and settlement infrastructures, banking
services...” and now Deutsche Bank’s Chief Regulatory Officer (CRO)?,
is quoted in response to questions on Deutsche Bank's Correspondent
Banking relationship as sayings0:

e ...it had only a “limited role” in relation to Danske, as a
correspondent bank handling foreign transactions. That role put it
“in the second line, not in charge of checking the clients,” she added.

e \When handling transactions on behalf of another institution,
“controls are limited because you don’t have access to their client
base,” Matherat said. Deutsche did still carry out some checks, she
insisted. “On our side, we look at the transactions coming from that
(client) bank and when you fear something is wrong you must file a
‘suspicious’ report. That's what we do”.

® Deutsche worked with Danske for eight years, Matherat confirmed,
before ending the relationship in 2015 after suspect activities were
uncovered at the Danish firm. She added that as a correspondent
bank, Deutsche carries out transactions amounting to “between 450
and 500bn (worldwide) in terms of dollars only” each day, contrasting
that figure with the $150bn of suspicious transactions over eight
years at Danske.

The comments were said to be made at a Frankfurt banking
conference, likely to be the Frankfurt European Banking Congress
which took place mid-November 2018.

The fines

Deutsche Bank was fined $425million on 30th January 201761 by the
New York Department of Financial Services (NYDFS) and fined

59 https://www.db.com/company/en/management-board.htm?mea=SylvieMatherat

60 https://www.gqulf-times.com/story/613725/Requlator-questions-Deutsche-Bank-over-Danske-scan

61 https://www.dfs.ny.gov/about/ea/ea170130.pdf
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£163million on 31st January 2017¢2 by the Financial Conduct
Authority (FCA), both for AML control failings.

Following these significant recent fines, Deutsche Bank seems to
continue to struggle with managing financial crime risk, as on 21st
September 2018 BaFin issued a noticeé3 which states “...in order to
prevent money laundering and terrorist financing, BaFin ordered that
Deutsche Bank AG take appropriate internal safeguards and comply
with general due diligence obligations”.

More recently, something that may have gone unnoticed by many was
yet another fine for Deutsche Bank of 30.10million Indian Rupees, this
time by the Reserve Bank of India on 14th November 2018¢4 for,
among other things “...non-compliance with the directions issued by
RBI on...Know Your Customer / Anti-money Laundering (KYC/AML)
norms, and on disclosure of monetary penalties imposed by the
regulator”. The size of the fine is insignificant as the issue remains the
same- AML control failings.

The view

Without even looking at any regulations, laws or guidance, it should
be common knowledge to any banking ‘C-Suite’ executive that
offering Correspondent Banking services can carry a higher money
laundering risk and is not something that can be easily dismissed. The
below provides a break down of each response made above by the
Deutsche Bank’s CRO, followed by opinions from a financial crime risk
management perspective, along with some guidance that would have
been available at the time (2015) and will highlight how concerning
the responses above are:

62 https://www.fca.org.uk/publication/final-notices/deutsche-bank-2017.pdf

63 https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Massnahmen/60b_KWG/
meldung_ 180924 60b_deutsche bank_en.html

64 https://www.rbi.org.in/Scripts/BS_PressReleaseDisplay.aspx?prid=45481
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-“limited role”: any correspondent banking services provided to a
'‘Respondent’ (the bank that is using the Correspondent Banking
service), in this Deutsche Bank is Correspondent Bank for Respondent
Bank Danske Bank Estonia would not be a limited role. The
Correspondent Bank plays a ‘key’ role because its role provides the
Respondent Bank access to the financial system therefore it is far from
limited".

-Deutsche bank was "in the second line, not in charge of checking
the clients”: whilst a Correspondent Bank is not responsible for KYC
(Know Your Customer) checks of the customers of the Respondent
Bank, this misses the point of sound risk management in providing a
Correspondent Banking service. A Correspondent Bank is supposed
to understand its Respondent Bank’s business which would include its
client base in overall (not necessarily each one of those clients)- did
Deutsche Bank not do this and know that a significant portion of the
Respondent Banks client base was non-resident?... ‘Concentration
Risk'.

-“controls are limited because you don’t have access to their
client base”: on the contrary, controls aren't and shouldn’t be limited.
Whilst a Correspondent Bank doesn’t have access to its Respondent
Banks client base, other controls such as that mentioned above
(understanding the Respondent Bank’s client base) are available.
Another control is robust Transaction Monitoring scenarios (such as
multiple fund transfers of different clients using the same address)
which can and should be put in place because SWIFT messages
carrying the remitter/beneficiary name and address are visible to the
Correspondent Bank. A Correspondent Bank doesn't need access to
the client base, it can see who is sending or receiving the funds and if
it has any questions on any transactions, it can raise a request for
further information on the transaction with the Respondent. Upon
entering or continuing a Correspondent Banking relationship, as part
of its controls, the Correspondent Bank should be conducting a risk
assessment to decide whether to enter or maintain that relationship.
This includes some of the above controls mentioned but many more,
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such as; site visits, understanding the size of the client base,
assessment of AML policies of the Respondent Bank (including if it is
using its own policies or that of its Parent), how AML risk is managed
by the Respondent Bank, the number of SARs the Respondent Bank
has filed, whether the Respondent Bank is open to providing
information on transactions if it is requested to do so by the
Correspondent Bank, the size of financial crime team of the
Respondent Bank and whether there is a dedicated AML officer.

-"On our side, we look at the transactions coming from that
(client) bank and when you fear something is wrong you must file
a ‘suspicious’ report. That's what we do."”: Correspondent Banking
financial crime risk management shouldn't just be ‘reactive’. There are
many controls mentioned above which appear absent from the
responses. Relying on Transaction Monitoring is a very dangerous
approach to managing Correspondent Banking financial crime risk,
especially given the high number ‘false positive’ banks have been
trying to reduce over the last few years with emerging technologiesé®
which have yet to be sufficiently adopted.

-"between 450 and 500bn (worldwide) in terms of dollars only”: if
this figure is being compared to the $150billion allegedly moved
through Deutsche Bank, which it would appear to be it is, then to
imply an insignificance of some type, this would be in poor taste to
anybody that has suffered as a result crimes connected to financial
crime or cannot afford to feed themselves or their families. The value
is not the issue, the issue is that it happened. $150billion cannot be
dismissed, especially as of the 200 plus country entries of GDP on the
World Bank Development Indicators Table for 2017, only 55 had GDP
above $150billionss.

65 https://www.fca.org.uk/publication/research/new-technologies-in-aml-final-report.pdf

66 http://wdi.worldbank.org/table/4.2
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The standard

The Financial Action Task Force (FATF) didn't issue specific guidance
on Correspondent Banking risks until October 2016¢7 but this would
not be a sufficient reason to have not managed financial crime risk
related to Correspondent Banking effectively.

From a European perspective, whilst at the time of the issue in
question the EU AMLD4 may not have been in force and EU AMLD3
may have fallen short of addressing certain Correspondent Banking
risks, Deutsche Bank was (and remains today) a member of the
Wolfsberg Group. In 2014 the Wolfsberg Group put forward the
‘Wolfsberg Anti-Money Laundering Principles for Correspondent
Banking’, which clearly state on page 468, one of the specific risk
indicators that a Correspondent Bank should be considering when
conducting due diligence of any Correspondent Banking client (in this
case the Respondent Bank):

“The Correspondent Banking Client’s Customer Base

The types of businesses/clients serviced by the Correspondent Banking
Client may be relevant to the risk it poses to the institution providing
Correspondent services. A Correspondent Banking Client which
derives a substantial part of its business income from Clients posing
elevated risk due to activities they engage in, or jurisdictions, in which
they operate, may present greater risk themselves. Each institution
offering Correspondent Banking services shall assess whether such
activities are relevant to its relationship with the Correspondent
Banking Client and give the appropriate weight to each risk factor as it
deems necessary.”

The Wolfsberg Group guidance provides other considerations which
should have been followed at the time, especially as Deutsche Bank is

67 http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Correspondent-Banking-Services.pdf

68 wolfsberg group anti-money laundering principles for correspondent banking 2014
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a member of the group and should have had input in the guidance
make up.

Further guidance/standards, this time from the Basel Committee on
Banking Supervision¢? in the form of a publication in January 2014
called ‘Sound management of risks related to money laundering and
financing of terrorism’ includes 5 pages on Correspondent Banking
financial crime risk management under Annex Il. As highlighted
above, there are many controls and assessments that can be made
when considering providing Correspondent Banking services
(highlight the role to be far from limited) and again the guidance here
states under Point 7e:

“7.Factors that correspondent banks should consider include.... (e) the
banks business including target markets and customer base”.

Yet again it highlights that the Correspondent Bank should have a
sound understanding of who it is dealing with, it doesn’t need to know
exact KYC details of each of its clients customers but it can take many
steps to best understand the relationship it is entering or continuing.

Correspondent Banking financial crime risk management is not a new
challenge or requirement, given the European flavour to the above, if
one was to look at it from a USA lens Section 312 of the USA PATRIOT
Act would suggest managing this risk is nothing new, such as
guidance from FinCEN70 from December 2005.

The closing
Brushing off the significance of ties to the Correspondent Banking
relationship with Danske Bank Estonia and what the relationship

afforded in terms of access to the financial system and the movement
of alleged illicit financial flows - is this acceptable behaviour and

69 https://www.bis.org/publ/bcbs275.pdf

70 https://www.fincen.gov/fact-sheet-section-312-usa-patriot-act-final-requlation-and-notice-proposed-rulemaking
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mindset by: (a) a bank that has had years of AML control failings? and
(b) a current Chief Regulatory Officer and former regulator from
Banque de France, specialising in amongst other things, payment and
settlement infrastructures?

If such dismissive responses are being provided towards management
of Correspondent Banking financial crime risk following significant
fines from AML control failings, one wonders whether any ‘culture’
change has occurred in better managing financial crime risk. Systems
and processes can be changed in banks following enforcement action
by regulators but ‘culture’ is not a system nor is it a process. Has there
been a ‘culture’ change at Deutsche Bank in managing financial crime
risk or have new boxes been ticked to meet regulatory demand or
commitments?

Have the FCA, BaFin and NYDFS reviewed at a granular level exactly
how Correspondent Banking risk is being managed at Deutsche Bank
or the level of expertise employed in managing this risk? And have
they reviewed the detailed strategy (if any) and execution of it in
creating a ‘culture’ of financial crime risk awareness, at not only the
lower levels of the bank but also amongst the C-Suite.

“...the final thing to be perceived in the intelligible region, and
perceived only with difficulty, is the form of the good; once seen, it is
inferred to be responsible for whatever is right and valuable in
anything, producing in the visible region light and the source of light,
and being in the intelligible region itself source of truth and
intelligence.”

-Plato
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Epstein and Deutsche Bank: Observations

The saying goes “Money makes the world go round”. With this in
mind, those involved in the financial system, such as banks, not only
have a regulatory obligation, but also a universal moral responsibility
(which needs no laws) to ensure their actions do not directly or
indirectly contribute to harms to people and the ills of society.
Deutsche Bank appears to have fallen short of both regulatory and
moral obligations to act responsibly in this case.

Particularly, in the Jeffrey Epstein case, decisions appear to have been
driven by profit, whilst sidelining risks - some may say the bank was
"blinded by the money”, given the repeated failings to act. Multiple
opportunities were missed to act on risks identified both by the front
line and risk/compliance teams - opportunity to act was present at
onboarding, when considering whether to maintain the relationship
and through the transaction activity seen. At each stage, risks were
either dismissed or not appreciated.

The following are observations and comments, by the author of this
work, following a review of the Consent Order by the NYDFS against
Deutsche Bank in its dealings with Jeffrey Epstein’!,

Although the relationship between Deutsche Bank and Jeffrey Epstein
ran from August 2013 to December 2018, the length of time the bank
waited (or took) to realise that this was not a relationship that should
be maintained, was too long, especially in the face of repeated
allegations and known prior conviction. The bank should (and would)
have been aware of the criminal history as well as media reports
dating back to 2005 - these should have been considered as grounds
for whether to enter the relationship. Repeated allegations, regardless
of charge/conviction/sentence, warrant serous consideration and
should not be dismissed on the basis of lack of convictions/sentences.
Page 4, section B.8.

71 https://www.dfs.ny.gov/system/files/documents/2020/07/ea20200706_deutsche_bank_consent_order.pdf
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The relationship between Deutsche Bank and Epstein came about
through a Deutsche Bank employee referenced as “RELATIONSHIP
MANAGER-1" in the NYDFS Consent Order who had serviced
Epstein’s accounts at another US bank. Soon after RELATIONSHIP
MANAGER-1 joined Deutsche Bank, they suggested to senior
management there was potential to generate millions of dollars in
revenue from a relationship with Epstein, with the possibility of leads
to other lucrative clients. Even after another employee of Deutsche
Bank prepared a memo outlining the serious allegations/charges,
which included soliciting underage prostitution, RELATIONSHIP
MANAGER-1 only focused on how lucrative the relationship could be,
stating in an email that the “[e]stimated flows of $100-300 [million]
overtime [SIC] (possibly more) w/ revenue of $2-4 million annually over
time...”. Financial institutions need no reminder that profit is not a
mitigant to risk. All too often banks focus on profit whilst sidelining
risk considerations to their detriment and in this case to that of
Epstein’s victims. Page 6, section B.18. Page 7, sections B.20.-B.21.

Although the Bank did not initially classify Epstein as a politically
exposed person (PEP), it did designate him an “Honorary PEP”
because of his connections to prominent political figures. Despite
marking the Epstein relationship "high risk’, this alone is not sufficient
justification that an institution could manage it's financial crime risks.

In a high risk case such as this, there are multiple occasions where risks
were present and should have been acted on - despite the lack of
appreciation of risks at the initial onboarding of the relationship, at the
stage where the bank onboarded another entity in the Epstein group
called “Butterfly Trust”, the bank personnel were aware that one of the
trust’s beneficiary was a co-conspirator of Epstein’s prior offences. This
was flagged with one of the relationship team who dismissed the issue
on the basis that the beneficiary “...was accused as a co-conspirator in
a case but was never brought to trial nor ever convicted...” and
referenced a historic email between "EXECUTIVE-1" and the Head of
AML, which may not have been valid in this particular case as it was
not a ‘Approval’. There has been a misconception amongst some
employees within banks that unless somebody has been convicted,
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there is no risk. Looking at the while picture in this case, a conviction is
not needed to see the repeated risks and allegations that present a
material risk that is beyond acceptance by any respectable institution.
On this premise of reliance on past emails which may not be valid, it
becomes difficult for bank employees to see clearly the risks and
suspicious activity, even when transactions of concern are present. |
often tell staff at many banks, if you are looking at something which
may be of concern, the liability sits with you, you can't offload your
responsibility to a past email somebody else sent - by all means
reference past emails BUT include YOUR rationale and why YOU are
okay/not okay with something. Pages 8-10, sections B.26.-B.32.

The Consent Order outlines that in January 2015, EXECUTIVE-1 and
RELATIONSHIP MANAGER-1 even met Epstein person at his home in
New York, in preparation for a meeting with the "ARRC" (XXXXXXXX)
where he was asked about the veracity of the the bank had allegations
the bank had uncovered but appeared to be satisfied by responses
Epstein provided in relation to these. A meeting such as this forms a
key part of due diligence efforts but they do not appear to have
records of the meeting such as minutes nor are there any records of
what steps were taken in relation to investigating the veracity of the
allegations beyond speaking to Epstein. The fact no records were
made on the discussions and responses, nor does this appear to have
been followed up by the ARRC and AML teams, especially as the ARRC
response is stated as “continue business as usual with Jeff Epstein
based upon [EXECUTIVE-1]'s due diligence visit with him”. Due
diligence efforts by the frontline should not only be documented but
also scrutinised by risk and compliance teams - there does not appear
to be sufficient in depend scrutiny by the risk and compliance teams.
There does not need to be regulatory guidance or laws that should
drive this, it should be standard practise. Pages 11-12, sections
B.33.-B.38.

Following the ARRC meeting and decision to maintain the relationship,
certain conditions were imposed which were communicated to a
number senior bank employees, including the CEO of Deutsche Bank
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Americas. Oddly, the conditions were never communicated to all
members of the actual team responsible for managing the Epstein
relationship, effectively rendering the conditions useless. Many banks
| have worked at, in situations of high risk where conditions are
imposed, as a matter of course record all minutes of meetings/calls, as
well as keep key relationship management people involved and
informed at all stages - this has proven valuable to only demonstrate
that the risks can be managed on ‘paper’ but in practicality also. Some
banks even go as far as obtaining written confirmation from
relationship management staff that they attest that they will carry out
action X, Y, Z and make available relevant evidence. Pages 13-16,
sections B.39.-B.47.

In this case, the failings were made worse because "AML OFFICER-2"
misinterpreted one conditions, as they mistook looking out for
“transactions [with] unusual and/or suspicious activity or are in a size
that is unusually significant or novel in structure” compared to the prior
history of transactions related to the Epstein relationship. AML
OFFICER-2 communicated this interpretation to the rest of the
transaction monitoring team responsible for the Epstein relationship.
How this added to failure of monitoring transactions in practical terms
was evidenced in 2017 when the transaction monitoring team
responded to an alert involving Russian model and Russian publicity
agent by stating in an email “[s]ince this type of activity is normal for
this client it is not deemed suspicious”. This shows that it is vital those
within AML functions are 'on the ball’ on financial crime, even beyond
misinterpretation of the condition by ARRC, AML OFFICER-2 should
have been wiser to risks associated with this client.

AML OFFICER-2’'s due skill and care as a financial crime professional
should have been used to greater effect. Instead of thorough
transactions monitoring for all potential crimes and suspicious activity
alleged past conduct which would include transfers to co- conspirators
and transactions that could be related to sex trafficking involving
adults, the Consent Order states "AML OFFICER- 2 only instructed the
relevant transaction monitoring team to verify, using internet searches,
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that any woman involved with transactions related to the Epstein
relationship was at least 18 years old and to only flag transactions if
they could not discern a rational reason for the transaction”. This saw to
it that the transaction monitoring efforts would have had little effect in
acting on suspicious activity present because it would have either
been deemed not relevant or dismissed.

It's striking that the bank never questioned further or looked into why
"“ATTORNEY-1" withdrew more than $800,000 in cash over a four year
period, especially as ATTORNEY-1 had asked bank staff on more than
one occasion how often they could withdraw in cash without
triggering an alert. Despite whether the motivate was innocent or not,
it should have been noted and factored in by the bank that when
ATTORNEY-1 enquired and was informed that withdrawals above
$10,000 would trigger reporting requirements, the attorney chose to
break down the withdrawal over two days - the question is why would
an attorney have issue with a transaction being reported in line with
bank requirements? Pages 16-18, sections B.48.-B.52.

The ethical blindness appears to have been so strong in this case as it
appears "RELATIONSHIP MANAGER-2" even drafted reference letters
to two other financial institutions on Deutsche Bank letter headed
paper indicating on one of them that he was “unaware of any
problems relating to the operation or use of [the] accounts” - this is
AFTER the bank had decided to exit the Epstein relationship for
repetitional risk reasons. Page 18, sections B.54.
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EY, Kaloti, Gold and Panorama

The recent EY-Kaloti case has made news headlines and become the
talk of many AML compliance professionals and beginners alike. The

case even received a slot on a 30 minute documentary show called
Panorama in the UK on 28th October 2019.

Some AML compliance professionals may be surprised by the
revelations in this case but 'seasoned' AML experts have been aware
of this case for some time - this case dates back at least 5 years in fact
and even the EY whistleblower revelation is not new.

AML compliance professionals keen to learn more about this case and
it's background are urged to go back to 2014, to a Global Witness
report published in February of that year titled ‘City of Gold".72

The report highlights a lot of the same points now being mentioned in
the media, including how Mr Amjad Rihan first raised concerns, gold
and the huge sums involved - it's a shame there wasn’t more public
attention on the case and support for Mr Rihan at the time in 2014.
The report also included a time line of events and the actions/
inactions of some of the parties involved.

The issues raised in the February 2014 'Global Witness' report also
made an appearance in the reference notes of another report from
March 2017, which was equally interesting, published by the Center
for a Secure Free Society titled ‘Suriname: The New Paradigm of a
Criminal State’.73

Although this particular report centred on how the government ran
the country of Suriname (a country on the north coast of South
America), it also questioned Kaloti's decision to set up gold operations
in the country through a joint venture between Kaloti, the government
of Suriname and private investors called "Kaloti Suriname Mint House

72 https://site-media.globalwitness.org/archive/files/library/dubai_gold layout Ir.pdf

73 https://www.securefreesociety.org/wp-content/uploads/2017/04/Global-Dispatch-Issue-3-FINAL-small.pdf
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(KSMH)". The report questioned the decision to set up operations in
Suriname, given the political climate, whether the operation existed in
reality or was just a front and the risks of gold in the region.

Whilst there may not be much new in this case, there are lessons to be
learned for AML compliance professionals who may have thought this
was a new case; ensure you really ‘understand' money laundering
outside of textbook material, stay up to date on financial crime and
geopolitical developments, AML is not about ticking boxes but
thinking outside them, your rationale is king and never compromise
your integrity.
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The FinCEN Files: Unseen hand

When a good friend was approached around mid-2019 by a reporter
needing some help on a big investigation they were looking into (said
to be "huge”, to be exact), my friend'’s response to the reporter was ..
speak to Dev, he is highly experienced in anti-money laundering and
financial crime risk and would be a good person to speak to...”.

| didn't know it at the time but my discussions with the reporter would
end up playing a very small part in the investigations dubbed the
'FInCEN Files’ by ICIJ and other media outlets.

When | met up with the reporter, no specific or confidential
information was disclosed to me, only that they working on a huge
investigation and ”“...this might be the next big one”. What | was
sought out for on this matter was for my expertise in money
laundering and specifically how the SAR (Suspicious Activity
Reporting) process worked in detail (without revealing anything
confidential of course). | explained a little about my background in
anti-money laundering and went on to explain things like transaction
monitoring, how internal suspicions should be raised, how money
laundering investigations should be conducted in banks and what
happens once a SAR is submitted to the relevant authority.

| then went on to explain about money laundering, the banking system
and | shared my views on what | thought of efforts by banks to stop
money laundering (let’s just say | remain unimpressed, although there
are good people in many of them trying to do the right thing).

Asked if | would be able to help some more on their investigations if
required, | said | would be more than happy to and that was the last |
had thought about my discussions with the reporter.

| had actually forgotten about it all until recently when | started seeing
news and Tweets appearing on the imminent release of the FinCEN
Files. | recalled my conversations with the reporter from the previous
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year, now it all made sense - a huge investigation, money laundering,
banks and SARs.

My contribution may have been very small (some may even say
insignificant) and remains relatively unknown by many. | would like to
think that hopefully my expertise in money laundering, in some way,
helped this reporter understand money laundering better.
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